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Nuclear Control lnstitutc/State University of- New York

B lntcl natmnal Task Force -
on l’reventlon 01 Nuclear Terrorlsm

(1986)

l’mtcctmg Nuclear Facrlltles S

l.Demal of access to nuclear fac1ht1es should be the bas1c con51derat10n m protectmg agamst o
sabotage ' S o R o _

3. Guard forccs ' should be ’lhorcughlyt ra incd and auth rl zed lo use deadly chrce -

o 4.The basns used for de31gn1ng physxcal protectlon of nuclear plants should be rev1ewed to ensure '

' ) _that it accurately reﬂects the current threat e

~ 5. Power reactors should be protected against vehicular threats.

- 6. Research reactors should have adequate security provisions against terrorists.

- 7. Reactor safety designs should be reexamined to protect against an accident caused by terrorists.

8. IABA physical-protection guidelines should be reviewed and updated.

- 9 Protection Standards should be spelled out unambiguously. :

Preventing Nuclear Terrorism 1987 Paul Leventhal and Yonah Alexander, editors .



S T Upgl ade desngn basns thrcal to 9/ l l—scalc atlack mcludmg attack from '
R . Watcr aﬂd a"- - LT e _ : _ S

) 111tary protectlon of nuclear Power plants---mfantl'y & antl-alrcra; e

gy grade truck-—bomb rule lo dclcnd dgdmst la1 ger ﬂlal’l largest bomb

US e d Slnce 1”3

. orld Trade Center attack

- I Shut down Indlan Pomt _lant to develop & test mllltary protectlon andl .
R shut down other plants cloqe to populduon centers 1f Indlan Pomt '
R de if?enses not succcsslul | y teslcd - L '

Rcstarl shut-down planls only Mlm post—-9/l l dcfcn1scs are -
iemonstrdled lo be eifecllvc R o

~ Nuclear Control Institute



Are nuclear power plants |

. M capable of defeating a |
| Y11 scale attack---or even the
smaller attacks antzczpated

before Zi

Nuclear COﬂtl’Ol Institute‘ -



e Ke s to findm > the answer P

~ + Containment design |
- Spent ful vulnerability i

. Extent of post 9/ 1 l sccurlty up grades

Nucleal Control Instltute .




e OSRES S
. ) eratlonal Saie uards Res onse Evaluatlon

e Suspcndcd afler o/t

S ‘lut the “SPA” process (to evcnlually 1eplace ] RC-suPerwsed OS e

P exermses w1th mduslry sclf -asecqsment exerCISes) has not been

- : '-.perators clalmed ablllly to recover from a destroyed target set never_-

I ) S S Sh.ul ‘ be prornptly I-esurned & [‘reqUently run Wlth proper - -. \

. SPAshould be terminated.

' loglstlcal precautuns 111 new threat enwronment

"~ Nuclear Control Institute



o Design Basis Threat

Assumes smallel numbel of attackers than seen on 9/ ] 1
(elthel Overall or in 1nd1v1dual attacks) -

Apparently assumes smaller bomb than ones used smce
1993 truck bomb attack on World T1 ade Center "

- Does not include assaulls from water.

~+ Does not include attacks from the air.

Assumes one passwe or actlve 11'131der but OSRES test
only for passwe lllSldel‘ o ' "

 Nuclear Control Institute



L ost-9/1 1 DBT should 1nclude' |

dlfferent dlrectlons

e Vehlcle bomb b1 gger than Khobar Towers
B bomb ‘

« Active as well as passive insiders.

e GI'OUIld all‘ and watcr attacks

- : - Nuclear Control Instltute .

| t least 19 terrorlsts attacklnz from 4 o



‘ Contlnum . Vulnerabllltles oi Nuclear

NRC s post—-9/ 1 l or dcr appoars to leave the DBT

B - unchanged and to make mostly margmal securlty

e Operators not requrred by NRC 1egulatlons to protect

- ‘against an enemy of the Unlted States whether a forelgn -

government or other person

. But “enemy 18 not tur the1 dehned and 1t 1S arguable

~ whether the 9/11 attacks were by an enemy of the United

States as ortgmally concewed by the Commlss1on and 1n o
admlnlstratlve ruhngs E -

- Nuclear Control Institute | : _



R Continuin ' Vu]nerabilities o continued '

- Beyond Pcl haps Lackmg thc Rcs
R CCI tamly Lack the Ca

on31bl]1t Operators
ablllt to chcl a 9/] 1-Scale

_ Desprte NEI propaganda guard forces at many plants are __
- understaffed, underpaid, undcrlramed ovorwclght
demorahzcd and scared T e

NRC should develop its own guard force data baseandnot

rely on NEI’s advertrsements & guard force clalms

NRC shou]d determlne whether 1ent-a-—cops Wthh make -
~ up 60% of the guard forces, should be replaced by staff

“guards receiving pay & bonef ts In llne W]th comparable S

SR plant personnel

_ NUCIear Control Institute '



“Nuclear Power Plant Securlty Senous lusmess,” L

' Nuclear Energy lnstltute advertlsement Washmgton -

Tlmes, March 5 2002

[ “Meet Duane Snns 16 years as a nuclear secunty ofﬁcer Degree m e
e ,Cnmmal Justlce Certll' ed ﬁrearms mstructer The securlty of S ‘

mcuca S nuclcal powu plants beyns W|lh the lughly

eomrmtted lughly tlamed well eompensated professmnals WhO
- o protect them luane Snus has what it takes 70% of the securlty

. professunals who protect America’s nuclear power plants have pl‘lOI‘ -
- military, law enforcement, or industrial security expenence They are

L o *subject to FBI backgl()und che(_,ks .psychological
screemng substancc abuse testmg .intense employmcnl -
- scrutiny.. and physneal htness testlng "lhen‘ lraining is 1ntense

s exactmg, and contmuous They are expert marksmen, annually

_ certlﬁed In an array of weapomy 1In short, they’re pr ofessmnals'
Nuelcat pOWCl plant sceur Ily-—-——-ll S senous busmcss o

Nuclear Control Institute



Dr. Rlehard Meserve, NRC Chalrman, Natlonal
Press Club J anuary ]7 2002

_ ...we don t see that there s a problem loday The prlvate guard forces -
B tat we have in place at these facnhlles are not rent-a-cops. They’re not

. the kmds of lorces that, which WC arc all familiar, that have ex1sted in the |
~ past in airports. ‘These are people who take their ]ob very serlously They

o arc eomparauvely well pald ThCIL isa hi gh relentlon rate in the mdustry

- for these people. ‘They receive training, of course, on the JOb in order to
- fmake sure that they can fulfill their responSIbllltles but they also have
o experlence—-———-about two- lhnds of them, as [ understand, have prev1ously

- worked in law enl‘oreemcnt in mllltaly secur lty, or in industrial securlty

- So, lhlS is a guald force lhal is alrcady very experienced and in place. -
- And it’s not a guard force in which we have had the sorts of problems that* ST

- _people have dlscussed with lC}Ddld to air pont seeurlty

" Nuclear Control Institute



- - ' eﬁnlth e NRC D eSlgll Aﬂ alySlS Of -
s ~ontamment Vulnerablllty to Air Attack is Long -

.verdue. o

Desplte NEI propaganda there 1s no d631gn ba51s for mdustry S -

declaratlon of conﬁdence that eontamments could W1thstand a Jumbo- -

|ct htt

Early Argonne study ot IWR wntamments wamed that they Could be S

vulnerable to penetratlon by commermal alrcraft

NCI calculattons show penctl dll()l’l of up to 6 feet of remforced

c - conuetc by |umb0 ;et cngmc E plaus:ble

NRC should dlsown NLI’S f r audulent clalm that the Sandla Vldeo of -
the F-—4 crash tcst mto a concn ctc wall “spcaks [01 1tself o

I NuclearControlInstitute o



S Spent Fuel Pool are the Achllles Heel

' Of Nuclear Power Plants

o NRC Study in 20()0 on decommlSSlonlng

e plants warned of ; severe consequences from
acc1dents 1nvolvm g spent fuel pools )

~* Certain containments are of special concern.

. Spent-fue [ poo s contaln many tlmes the

long-hved radloactlve content of reactor
cores. ‘ o ‘

~ Nuclear Contml lnstittlte .



SR 1lltar Preteetlon is Needed to Re el 9/ 1 I-Scale

e -leach of lhe 63 opuatm&, sntes and 9 deeommlssloned srtes W1th

spent fuel on site, there should be

e B ; — 30to 40 specrally tralned 1nfantry troops plus B s
N -- Radar~d|rceterl antl anual L hattel ics o

B Federal nuclear guard Feree espeually one run by the NRC 1s not the o
Do Way to go durmg the present e1ne1 gency o '

Gov erge appears to have ruled out mrlltaly proteetron as well as

- natlonal nuelear guard foree

O '~ F t. Bragg Specral Operatrons Cornmand net F BI should be lead

ageney In evaluatmg, presu rblng_._._, and testmg plotectron of nuclear
power plants - . .

Nuclear Control Institute



! Shut it down until dclonsos are upgladed and successfully B
o tested agamst 9/ l l-soale dttaok ' -

. If SUCC@SSfUl restart 11 and apply lessons learned to other ‘ :
: plan s. ' _ . o

e If unsucoessful shut down all plants close to large _ e
‘ populatlon centers and don’t restart them until defenses are
successlully tested agamst 9/ l l—soale atlaok - '

Nucleal Control Instltute o
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Role 0f NRC and Ind“Str o

NRC S “top to bottom review could bc “topless lo bottomless e T

11‘1ﬁmte n durat1on mdef mlc m scope

NRC isued first “orders” o industy nearly 6 months after oL, and N

apparently only af’ter strong Wlnte House urgmg

R, _ RC SUPPOSC(“)/ (lOCS l].l l(.’ly Oll pl 1.1 Walnlﬂg 111 deSlgﬂlng Plant | |

dcfenses based on its own internal guidance not to do so (Gossick

actlon -

; emor andum) but the NRC acls as if it has all the time in the world R -
~and seems to be Waltmg for an “Osama—-gram” before takmg de0151ve - '

NRC is now p01 celvcd as a cuplulcd agcncy 1ts lmancmg, budgetmg,

demsmnmakmg, and commlssuner nomma‘uons are all controlled by

o _-’ 111dustry

Meanwhlle nuclear powcr planls 1emam vulnerable toda:

Nuclear Control lnstltute -



GOSSICK MEMO:. DU . |
(1978)

~ (excerpt)

Ooera me Assumetwn. A prudent v'xab'Ie safeguards sys" om should not

re'!y for 1"5 ef'ectweness on tne eccuracy and tme'lv avaﬂabm .../ c;

inteﬂ‘xgeqee inf or'na..;on concermng the p'lans, c:herac: '15..1cs ard

' 1m.en no-zs of a hosme adversary, _w 1raspect 0 ‘:"'...T: or d.ve*s on

| SNH or s2 o_tece ot a}nuc?earfacﬂi &y, Thererere, saf‘eguar:s; ' f“:r_,
o hce"xse na:er'z al and 'acﬂ'it'fesshcu?d e st uctered £ prevent wheft
and sabo e regardless of whether or _nct such "i'n-z*c.,-..a*:cn 18 known in

advance.

_ [Deqree- of Conservatism: This operau ng essurne tion ac...crrodates the

N conserve cive perceptwn tha;., gi ven &.ﬂ“ mem f‘esea ‘xon c' 2 s1gn"*cam '
| threat to the nuc'lear fndustry, there '!s a poss1b1'h..v that the U.S.
' Inte'l'H gence Corrmumty wou'ld not be abTe to ce‘l‘lect and renort that
1nformetion to the NRC in 2 suffi cient‘!y accurate and tme‘ly manner so

that appropri ate safeguards act'ions m gh" be taken to thwart the threat.

-



' RC Statement Septembel‘ 1 1 2001

o “Whlle there has been no credlble _ 
L eneral or specnﬁc threats to any of these

- Nuclear Control Institute



